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LEGACY AUTHENTICATION

The Side Door MFA Cannot Close
Multi-factor authentication is only as strong as the authentication paths it governs. Legacy protocols —
Basic Auth, IMAP, POP3, SMTP Auth — were built before MFA existed. They authenticate with a
username and password only, bypass Conditional Access entirely, and leave every account that uses
them fully exposed regardless of any other control in place.
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0
security events generated

before account access is

established through a legacy

auth breach

Sources: Guardz Research — Entra ID Legacy Auth Campaign (March–April 2025) · Microsoft Exchange Online Documentation · AzureTracks Security

Analysis (2026)

HOW LEGACY AUTHENTICATION WORKS AGAINST YOU

Basic Auth, IMAP, POP3, and SMTP Auth were designed decades ago when a username and password were

considered sufficient proof of identity. They transmit credentials with every request. They cannot be interrupted by

MFA. They do not evaluate device compliance. They do not honor Conditional Access policies. When a user — or an

attacker — authenticates through one of these protocols, the modern security layer does not see the request. It

routes around everything you have built.

The practical consequence is straightforward: an organization can have MFA enforced for every browser-based login

across every user in the tenant, and a single account with active IMAP or SMTP Auth remains fully accessible with a

stolen username and password alone. The attacker does not need to bypass MFA. They use a protocol that was

never subject to it.

WHY LEGACY AUTH PERSISTS

Legacy authentication protocols remain active in most SMB environments because something depends on them. An

older accounting application authenticates via SMTP. A shared printer sends scanned documents using Basic Auth.

A staff member uses a legacy email client that does not support modern authentication. A line-of-business application

was configured years ago and no one wants to touch it.

Each of these represents a legitimate operational dependency that has been translated, over time, into a permanent

security exception. The dependency is real. The exception keeps the side door open for every account in the tenant

— not just the application that requires it. Attackers do not care why the protocol is active. They care that it is.
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WHAT A GOVERNED ENVIRONMENT REQUIRES

Control Requirement What It Addresses

Legacy auth disabled
globally

Basic Auth, POP3, IMAP, and SMTP Auth
disabled at the tenant level — no exceptions

Every authentication path that bypasses
MFA and Conditional Access

No legacy auth
exemptions

Applications and devices requiring legacy
auth must be migrated or replaced before
entry

Operational dependencies used as
justification for permanent security
exceptions

Modern auth enforced OAuth 2.0 and modern authentication
required for all applications accessing
governed resources

Authentication traffic that cannot be
evaluated by Conditional Access or
identity risk policies

Sign-in logs monitored All authentication events logged and
reviewed — legacy auth attempts flagged
immediately

Silent, non-interactive legacy auth logins
that generate no alert before access is
established

Disabling legacy authentication is not a configuration change. It is an organizational decision. Every application and

device that depends on legacy auth must be identified, migrated, or replaced. That process has a defined sequence

and a defined endpoint. Once complete, the side door is closed permanently. Until it is complete, every account in the

tenant is exposed through it.

THE DIRECTION MICROSOFT HAS ALREADY SET

Microsoft began deprecating Basic Authentication across Exchange Online in 2022 and has continued the process

through 2026. SMTP Auth Basic Authentication is being disabled by default for existing tenants by end of 2026, with

complete removal scheduled for 2027. The direction is not ambiguous. Every organization still running legacy

authentication protocols is operating on borrowed time — with a known, actively exploited exposure that the vendor

who built the platform is in the process of eliminating.

A governed environment does not wait for Microsoft's deprecation schedule. Legacy authentication is
disabled on entry. The applications and devices that depend on it are migrated as a condition of entering the
standard — not as a future project, and not as a permanent exception. The side door is not left open because
closing it is inconvenient.


